UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

THI XA BUON HO Poc 1ap — Tu do — Hanh phiic
S6: 1444 /QB-UBND Buén Ho, ngay 18 thang 5 nam 2023
QUYET PINH

Ban hanh Quy ché bao dam an toan thong tin mang trong hoat dong
trng dung cong nghé thong tin, chuyén doi so cia cac co quan nha nwée
trén dia ban thi xa Bu6én Ho

UY BAN NHAN DAN THI XA BUON HO

Can cit Ludt T6 chire Chinh quyén dia phwong ngay 19 théng 6 nam 2015;

Can cir Ludt Giao dich Dién tir ngay 29 thang 11 nam 2005;

Can cir Ludt Cong nghé thong tin ngay 29 thang 6 nam 2006;

Can cir Ludt An toan thong tin mang ngay 19 thang 11 nam 2015;

Can cir Nghi dinh 56 64/2007/ND-CP ngay 10 thang 4 nam 2007 ciia Chinh
phii vé Ung dung cong nghé thong tin trong hoat dong ciia co quan nha nudc;

Can cu Nghi dinh s6 142/2016/NP-CP ngay 14 thang 10 nam 2016 cia
Chinh phu vé Ngan chan xung dot thong tin trén mang;

Can cir Nghi dinh s6 85/2016/NP-CP ngay 01 thang 7 nam 2016 cua Chinh
phii vé bao dam an toan hé théng théng tin theo cdp do;

Can cit Thong tw s6 03/2017/TT-BTTTT ngay 24 thing 4 nam 2017 ciia Bé
trwéng B6 Thong tin va Truyén thong vé Quy dinh chi tiét va hwedng dan mot sé
diéu ciia Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 cita Chinh phii vé bdo dam
an toan hé thong théng tin theo cdp dg;

Can cir Théng tw so 27/2017/TT-BTTTT ngay 20 thang 10 ndm 2017 ciia B6
Théng tin va Truyén thong quy dinh vé viéc quan 1y van hanh, sir dung va bdo ddam
an toan thong tin trén Mang truyén sé liéu chuyén dimg ciia cic co quan Pdng,
Nha nuoc,

Theo dé nghi ciia phong Vin héa - Thong tin thi xd tai To trinh s6 114/TTr-
VHTT ngay 26/4/2023 vé viéc ban hanh Quy ché bdo dam an toan théng tin mang
trong hoat dong iing dung céng nghé thdng tin, chuyén doi sé cia cic co quan nha
nwde trén dia ban thi xa Buén Ho.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh ndy Quy ché bao dam an toan thong
tin mang trong hoat dong ing dung cong ngh¢ thong tin, chuyén dbi sb cua cac co
quan nha nudc trén dja ban thi xa Buén HO.

Piéu 2. Quyét dinh nay co hiéu luc ké tir ngay ky.
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Piéu 3. Chanh Van phong HDND-UBND thi xi; Trudng cac phong, ban,
don vi thi xa; Chu tich UBND cac xa, phuong; Thﬁ, trudng cac co quan, don vi va
ca nhan co lién quan chiu trach nhiém thi hanh Quyét dinh nay./. ..~

Noi nhin: TM. UY BAN NHAN DAN
Nuni <T.CHU TICH
-TT Thi ay; } (blc) PHO CHU TICH
- TT HDND thi x3; &M :
- CT, cac PCT UBND thi xa; SRS -—7 7
- Cac Ban HDND thi xa; ] 7 _ ¥ )
- UBMTTQVN thi x4 va céc t6 chirc doan thé thi x3; Z ﬂ
W

- Luu: VT, VHT Tch. o). Sl

Vo Van Diing



UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THI XA BUON HO Poc 1ap — Tw do — Hanh phuc

QUY CHE
Bido dim an toan thong tin mang trong hoat dong rng dung
Cong nghé thong tin, chuyén doi so ciia cac co quan nha nuéc
trén dia ban thj xa Buén Ho
(Ban hanh keém theo Quyét dinh so 1444/0B-UBND ngay 18thang 5 nam 2023
ciia Uy ban nhén dan thi xd Buén Ho)

Chwong I
QUY DPINH CHUNG

Piéu 1. Pham vi diéu chinh va déi twong ap dung
1. Pham vi diéu chinh;

Quy ché nay quy dinh bién phap, chinh sach quan ly nhim bao dam an
toan thong tin cac hé théng thong tin trong hoat dong ung dung céng nghé thong
tin, chuyén do6i s6 cta co quan nha nudce gém cac phong, ban, don vi thudc Uy
ban nhéan déan thi xd Buén H6 va Uy ban nhan dan cic x4, phuong trén dia ban
thi xd Budn Ho (goi chung 13 co quan, don vi).

2. Béi twong ap dung:

a) Can b9, cong chirc, vién chue, ngudi lao dong (goi tat 1a can bo, cong
chtre) va cac t6 chirc, ca nhan c6 lién quan tham gia van hanh, khai thac cac hé
théng thong tin tai co quan, don vi quy dinh tai khoan 1 Diéu nay.

b) Cac doanh nghiép cung cép dich vu vién thong, cong nghé thong tin
(CNTT), Internet; cac doanh nghiép, to chtrc, ¢4 nhan c6 tham gia vao cac hoat
dong ung dung CNTT, chuyén ddi sb ctia cac co quan, don vi thudc khoan 1
Piéu nay.

7 ¢) Khuyén khich cac co quan, don vi khac hoat dong ng dung va phat
trién CNTT trén dia ban thi xa Buén H6 4p dung quy ché nay.

Piéu 2. Giai thich tir ngir
Trong Quy ché ndy, cac tir ngir dudi ddy dugc hiéu nhu sau:

1. An toan thong tin 1a bao gdm cac hoat dong quan 1y, nghiép vu va k¥
thuat d6i voi hé thong thong tin nham bao vé, khdi phuc cac hé thong, cac dich
vu va ndi dung thong tin d6i véi nguy co tu nhién hodc do con nguoi gy ra.
Viéc bao vé thong tin, tai san va con nguoi trong hé théng thong tin nham bao
dam cho cac hé théng thyc hién dang churc nang, phuc vu diung ddi tuong mot
cach san sang, chinh x4ac va tin cdy. An toan thong tin bao ham cac noi dung bao
v€ va bao mat thong tin, an toan dir li¢u, an toan may tinh va an toan mang.
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2. H¢ thong théng tin 13 tap hop thiét bi phan cung, phan mém va co so dir
lidu duogc thiét 1ap phuc vu muyc dich tao 1ap, cung cap, truyén dua, thu thap, xir
1y, luu trit va trao ddi thong tin.

3. Xdm pham an toan théng tin 1a hanh vi truy cap, st dung, tiét 16, 1am
gidn doan, stra do6i, lam sai 1€ch chirc nang, pha hoai trai phép thong tin va hé
thong thong tin.

4. Nguy co mdt an toan théng tin 13 nhitng nhan t6 bén trong hodc bén
ngoai ¢6 kha nang lam anh huong téi trang thai an toan thong tin.

5. Mang 1a khai niém chung dung dé chi mang vién thong c¢d dinh, di
dong, internet va mang may tinh.

Pi¢u 3. Nguyén tic bao dam an toan thong tin

1. Co quan, t6 chuc, ca nhan c6 trach nhiém bao dam an toan thong tin
mang. Hoat dong an toan thong tin mang cua co quan, t6 chuc, ca nhan phai
dung quy dinh cua phap luat, bao dam quoc phong, an ninh quéc gia, bi mat nha
nuoc, gilr virng 6n dinh chinh tri, trat tu, an toan x3 hoi va thic day phat trién
kinh té - xa hoi.

2. T6 chirc, ca nhan khong dugc xAm pham an toan thong tin mang cua to
churc, ca nhan khac.

3. Viéc xtr 1y su cO an toan thong tin mang phai bao dam quyén va lg¢i ich
hop phép cua td chuc, cd nhan, khong xadm pham dén doi song riéng tu, bi mat
ca nhan, bi mat gia dinh cta ca nhan, thong tin riéng cua t6 chirc.

4. Hoat dong an toan thong tin mang phai dugc thuc hién thuong xuyén,
lién tuc, kip thot va hi€u qua.

5. Tuan thu cac nguyén tic, cac tiéu chuan, quy chuin ky thuat vé bao
mat, an toan thong tin; chap hanh huong dan cua co quan chuyén mon quan ly
nha nudc vé théng tin va truyén thong vé cc giai phap, bién phap, ky thuat vé
quan ly, bao mat, an toan thong tin.

6. Két hop nhiéu bién phap bao dam an toan thong tin, nham phat hién va
ngan chan kip thoi cac nguy co mat an toan thong tin.

7. Cong tac dam bdo an toan thong tin mang phai dugc thuc hién trén co
s& ¢o su phoi hop chat ché gitra cadc co quan, don vi va ca nhan.

Chuong I1
BAO DAM AN TOAN THONG TIN

Dieéu 4. Quan ly an toan thong tin cia cac co quan, don vi doi voi
nguwoi sir dung

1. Co quan, don vi c6 trach nhi¢ém pho bién cac quy dinh vé bdo dam an
toan thong tin mang cho toan thé can bg, cong chirc tai co quan, don vi.
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2. Quan ly va phén quyén truy cdp trong cic phan mém, nén tang ing
dung, hé thdng thong tin, co s dit liéu phu hop véi chirc ning, nhiém vu, quyén
han ctia nguo1 tham gia quan 1y, van hanh, khai thac, sir dung.

3. Khi can b9, cong chirc da nghi viéc hodc chuyén cong tac, co quan, don
vi phai thuc hién thu hoi cac thiét bj cong nghé thong tin thudc quyen quan ly;
ddng thoi thong bao bang van ban dén co quan quan 1y, quan trj phan mém, nén
tang tng dung dung chung, hé thng thong tin, co so dit liéu dé thuc hién cac
bién phap k¥ thuat cap nhat lai thong tin tai khoan, khéa hoac huy tai khoan
nguoi dung.

Piéu 5. Quan Iy truy cip

1. B6i v6i nguoi st dung

a) Co trach nhi¢ém bao vé bi mat thong tin tai khodn ca nhén,’ tai khoan cua
co quan, don vi khi dugc phan cong sir dung dé truy cap cac h¢ thong phan mém
dung chung, nén tdng img dung, h¢ thong thong tin, co s& dir li€u cua co quan,
don vi.

b) Khong dat ché do luu trir mat khau trén cac Gng dung, cong cu truy cap
de tu dong dién thong tin dang nhap vao cac hé thong phan mém dung chung,
nén tang Umg dung, hé thong thong tin, co sé dir li€u cua co quan, don vi.

Y Thiét 1ap mat khé}u dang nhap vao cac hé thong phan mém dung chung,
nén tang tmg dung, h¢ thong thong tin, co s¢ dir liéu cua co quan, don vi phai
dam bao c6 do pl}l’l’C tap cao, dg dai to1 thiéu 8 qk}'l tu, co ky tu chir hga, ky tu chir
thu’(‘mgz ky tu s6 va ky tu dac bi¢t. Mat khau phai duogc thay doi it nhat 03
thang/lan.

2. B6i v6i nguoi quan tri
a) Nguoi dugce giao tai khoan quan tri cac hé théng phan mém dung
chung, nén tang tng dung, hé théng thong tin, co s dit liéu cta co quan, don vi

phai thyc hién cép nhét thong tin tai khoan nguoi dung vao hé théng ngay khi
nhan dugc van ban thong bao thay doi nguoi dung.

b) Ban giao thong tin tai khoan quan tri cac hé thong phan mém ding
chung, nén tang ung dung, hé thong thong tin, co s& dir liéu cua co quan, don vi
cho lIanh dao quan 1y truc tiép.

Piéu 6. Bio vé thong tin ca nhan

1. Can b0, cong chirc co6 trach nhiém tu bao vé thong tin cd nhan cua minh
va tuan thu cac quy dinh tai khoan 1, khoan 2 Bi€u 10; khoan 1, khoan 4 bicu
16; khoan 3 Diéu 17; khoan 1 Di€u 18 Luat an toan thong tin mang va trong céc
van ban phap luat co lién quan.

Khi st dung, khai thac cac hé thdng thong tin ctia co quan, don vi va cac
phan mém tng dung dung chung cua tinh, c6 trach nhiém:
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a) Ty quan 1y va chiu trach nhiém vé bao v¢ thong tin ca nhan da dugc
khai bao trong cac hé théng thong tin; khong tiét 10 tai khoan dang nhap, dau
ndi, truy cap trai phép vao cic phan mém dung chung cia tinh, co quan, don vi.

b) Phai thyc hién viéc d61 mat khau ngay sau khi dugc cap tai khoan truy
cap vao cac phan mém dung chung cua tinh, co quan, don vi.

¢) Khi khai thac, st dung cac phadn mém dung chung cua tinh, cua co
quan, don vi tai cic diém truy cip Internet cong cOng, tuyét ddi khong dit ché
d6 luu trir mat khau trong qua trinh sir dung.

2. Cac co quan, don vi, ca nhén khi xu 1y thong tin cd nhan phdi tuén thu
day du cac ndi giung theq quy dinh tai khoan 2, 3, 4, 5 Diéu 16; khoan 1, 2 Diéu
17; khoan 3 Dicu 18; Diéu 19 ctuia Luat an toan thong tin mang va cac quy dinh
Sau.

a) Quan 1y va phan quyén truy cip trong cac phin mém ung dung, hé
théng thong tin, co so dit liéu pht hop véi chiic ning, nhiém vu, quyen han cua
nguoi tham gia quan ly, van hanh, khai thac, su dung cac phan mém tng dung,
hé thong thong tin, co sd dit lidu.

b) Khi Can b, cong chirc, vién chitc d3 nghi viéc hodc chuyén cong tac,
céc co quan, don vi phai thyc hién viéc thu hoi cac thiét bi CNTT lién quan;
dong thoi phai thong bao ngay bang vin ban dén co quan quan 1y, quéan tri phan
mém tmg dung, hé thong thong tin, co s& dit liéu dé thuc hién cac bién phap ki
thuat cap nhat lai, khoa hodc huy tai khoan nguoi dung.

Pi¢u 7. Quy dinh bao vé hé thong thdng tin mang
Céc co quan nha nudc trén dia ban thi xa thuc hién:

a) Trang bi dﬁy du céc kién thirc bao mélt co ban cho can b, cong churc
trude khi cho phép truy nhap va st dung hé thong thong tin.

b) Phan cdng can b9, cong chic chuyén trach hoac phu trach CNTT, dé
quan 1y k¥ thuat nghiép vu vé an toan thong tin tai don vi.

¢) Thu trudng co quan, don vi tao diéu kién dé can bo, céng chirc chuyén
trach hoic phu trach CNTT hoc tap, tiép thu cong nghé, kién thirc an toan thong
tin.

d) Hang ndm, xac dinh cac nhiém vu bao dam an toan thong tin hé théng
(m¢ rong, nang cap trang thiét bi; dao tao, bdi dudng kién thic CNTT, ...) dé dé
xuat kinh phi dén co quan c6 tham quyén hodc phan bd kinh phi duy tri hoat
dong hé thong thong tin hidu qua.

d) Khi xay dung, ning cip, md rong ha tang ky thuat CNTT, cac hé thong
thong tin ctia co quan, don vi phai c6 phuong an dam bao an toan théng tin
mang va phai duoc cap c6 tham quyén phé duyét.

e) Quan 1y cac tai khoan ctia hé thong thong tin, tai khoan ngudi dung bao
gom: Tao mdi, stra do1, huy cac tai khoan. Thuong xuyén kiém tra cac tai khoan
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ctia hé thong thong tin; trién khai cac cong cu dé hd tro viéc quan 1y céc tai
khoan cua h¢ thong thong tin.

Piéu 8. Bio vé bi mit nha nuéc trong hoat dong ing dung cong nghé
thong tin

1. Quy dinh vé soan thao, in 4n, phat hanh va sao chup tai li¢u mat

a) Khong duoc sir dung may tinh két néi mang Internet dé soan théo vin
ban mat; chuyén giao, luu trtt thong tin ¢ ndéi dung thudc bi mat nha nudc;
Khoéng cung cap tin, tai li¢u va dua thong tin bi mat nha nudc lén khong gian
mang.

b) Khéng duoc in, sao chup tai liéu bi mat nha nudc trén cac thiét bi két
ndi mang internet.

¢) Phai bd tri 01 may tinh riéng, khong két ndéi mang ndi bd va mang
Internet dung dé quan ly, soan thao cac tai li¢u mat cua nha nudce theo quy dinh.

2. Khi stra chira, khic phuc cac su cd ciia mdy tinh ding soan thao vin
ban mat, cic co quan, don vi phai bio cdo cho ngudi c¢6 tham quyén. Khong
dugc cho phép cac to chire, ca nhan khong c6 trach nhiém truc tiép sta chira, xtr
ly, khac phuc sy cd.

3. Trudce khi thanh Iy cdc may tinh trong cac co quan nha nudc, can bd
chuyén trach cong ngh¢ thong tin phai dung cac bién phap ky thuat xoa bo vinh
vién dir li¢u trong 6 cling may tinh.

Chuwong 111
TRACH NHIEM PAM BAO AN TOAN THONG TIN

Piéu 9. Trach nhiém ciia Phong Vin héa - Thong tin thi xa

1. Tham muu Uy ban nhan dan thi xd vé& cong tic bao dam an toan thong
tin trén dia ban thi xa va chiu trach nhiém truéc Uy ban nhan dan thi xa trong
viéc bdo dam an toan thong tin.

2. Chu tri, phéi hop véi cac co quan, don vi ¢ lién quan tién hanh kiém
tra cong tdc bao dam an toan thong tin mang dinh ky hang ndm hodc theo chi
dao cua Uy ban nhéan dan thi x3 d6i vdi cac co quan nha nudc dong trén dia ban
thi xa.

3. Hang nam, ctr can bo tham gia cac 16p ddo tao, tap huan vé cong tac
bao dam an toan thong tin mang cho can by phu trach an toan thong tin mang.
Té chuc tuyén truyén vé an toan théng tin mang trong cong tac quan 1y nha nudc
trén dia ban thi xa.

4. Phéi hop v6i Cong an thi xd co cac bién phap phong, chéng cac thong
tin vi pham phap luét, anh huong dén an ninh qudc gia, trat ty, an toan xa hoi
trén moi truong mang, nhat 1a trén cac Cong/Trang thong tin dién tir, mang x4
hoi.
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5. La co quan dau moi thuc hi¢n vi¢ce tiép nhan va xur ly cac su ¢o vé an
toan thong tin mang trén dia ban thi xa.

Piéu 10. Trach nhiém ciia Vin phong HPND va UBND thi xi

, 1. yéln hanh he:: thér‘lg thong tin qtai tru §6’ HDND-UBND thi xa va cac hé
thong phan ctng, phan mém thudc tham quyén quan ly dam bao theo quy dinh
tai Quy ché nay va cac nhiém vu do UBND thi xa phan cong.

2. Chi dao, phan cong bo phan ky thuat thudc don vi thuc hién quan ly
ing dung; quan ly dir liéu; van hanh hé thong thong tin; trlen khai va ho tro k¥
thuat; trién khai cong tac bao dam an toan thong tin trong tat ca cac cong doan
lién quan dén hé théng thong tin thudc tham quyén duoc phan cong quan 1y.

3. Phéi hop véi Cong an thi x3 va Phong Vian héa - Thong tin thi xa thuc
hién cac bién phap phong, chdng cac thong tin vi pham phap luat, anh huong
dén an ninh qudc gia, trat ty, an toan xa hoi trén moi trudong mang, nhat 1 trén
cac Cong/Trang thong tin dién tir thi xa.

4. Cir can bo tham gia cac 16p dao tao, tdp huan vé cong tac bao dam an
toan thong tin mang.

Pi¢u 11. Trach nhiém ciia Cong an thi xa

1. Chu tri, phdi hop voi Phong Vin héa - Thong tin thi xa va cac co quan,
don vi ¢6 lién quan chiu trach nhiém quan 1y, kiém soat, phong ngira, dau tranh,
ngan chin céc loai t6i pham lgi dung hé théng thong tin gdy phuong hai dén an
toan thong tin mang trong co quan nha nudc.

2. Ctr can bd phdi hop, tham gia cac doan kiém tra, danh gia cong tic dam
bao an toan thong tin trong hoat dong ing dung cong nghé thong tin cua cic co
quan, don vi; Diéu tra va xir Iy cac truong hop vi pham cac quy dinh vé an toan
thong tin mang theo tham quyén.

3. Kiém tra dot xuét cac co quan, don vi khi phat hién c6 dau hiéu vi
pham phap luét vé an toan thong tin trong hoat dong ing dung cong nghé thong
tin theo ding quy dinh cua phap luat.

Piéu 12. Trach nhiém ciia Phong Tai chinh — Ké hoach thi xi

Hang nim, can ct kha ning can dbi ngan sach va ché d, tiéu chuan, dinh
mttc do nha nuéc ban hanh, tham muu Uy ban nhan dan thi xa bé tri kinh phi
trién khai thuc hién nhiém vu chuyén moén vé bao dam an toan thong tin theo
phan cap hién hanh ctua Luat Ngan sach Nha nudc.

Piéu 13. Trach nhiém cia cic co quan, don vi va UBND cic x4,
phuwong

1. Thu truéng cac co quan, don vi; Chu tich UBND céac xa, phuong co
trach nhiém to chire thyc hién céc quy dinh tai Quy ché nay va chiu trach nhi¢m
trong cong tac bao dam an toan thong tin mang cua co quan, don vi minh; quan
ly theo quy dinh tai Luat An toan thong tin mang va cac vian ban huéng dan thi
hanh Luat An toan thong tin mang.
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2. Phan cong can b thuc hién vi¢c bdo dam an toan thong tin cua co
quan, don vi; chi dao cong chure, vién chire va nguoi lao dong nghiém tac chap
hanh cac quy dinh Ve bao dam an toan thong tin; thudng xuyén to chirc quan
triét cac quy dinh vé an toan thong tin trong co quan, don vi.

3. Thyc hién bao dam an toan thong tin gdm céc ndi dung co ban nhu quy
dinh vé€ quan 1y ha tang mang, bdo ddm an toan dir li¢u, bao dam an toan thiét bi
va nguoi dung dau cudi phu hop véi Quy ché nay va cac quy dinh ctia phap luat.

4. Pho1 hop, cung cap thong tin va tao diéu kién cho cac don vi c6 tham
quyén trién khai coéng tac kiém tra khic phuc sy ¢b xdy ra mot cach kip thoi,
nhanh chong va dat hiéu qua.

5. Phéi hop chit ché véi Cong an thi x3, Phong Vian hoa - Thong tin thi
xa va cac co quan, don vi lién quan trong cong tdc phong ngura, dau tranh, ngan
chén c4c hoat dong xdm pham an toan thong tin trén khong gian mang.

6. Hang ndm bd tri kinh phi cho viéc ung dung cong nghé thong tin néi
chung va cong tac bdo dam an toan thong tin mang noi riéng trong ndi bo co
quan, don vi minh.

7. Phoi hop véi cic co quan, to chire trong cong tac hd trg diéu phoi xir 1y
su cO an toan thong tin.

8. Thuc hién cic bao céo vé an toan thong tin mang khi UBND thi x4 ¢6
yéu cau.

Piéu 14. Trach nhiém ciia cac doanh nghiép cung cip dich vu vién
thong, CNTT va Internet cho cac co quan quan ly nha nwéc trén dia ban thi
Xa

1. Pau tu xay dung, trang bi ha tang k¥ thuat dap tmg day du cac yéu cau,

tiéu chuan k¥ thuat theo quy dinh ciia Bo Thong tin va Truyén thong vé an toan
thong tin va cac ndi dung quy dinh tai Quy ché nay.

2. Phoi hop véi Phong Vin héa - Thong tin thi xa dé tham gia cac hoat
dong di€u phdi, ing ctru, khac phuc su cd thong tin dam bdo an toan thong tin
mang cho cdc co quan, don vi trong qud trinh su dung, khai thac st dung dich
VUL

3. bam bao dung trach nhiém hop dong cung cap dich vu mang cho cac
co quan, don vi dugc théng sudt, on dinh.

4. Chiu hoan toan trach nhiém néu c6 sy ¢6 xay ra ma thoi gian xur 1y vuot
qua 4 gio ké tur thoi di€ém nhan dugc thong tin sy co.

5. Chju hoan toan trach nhiém vé chét luong dich vu néu dé sb su cd xay
ra qua 3 lan/thang/01 don vi.

Piéu 15. Trach nhiém cia can b cong chirc, vién chirc va ngudi lao
dong trong cac co quan don vi

1. Trach nhiém ctia can bo phu trach vé an toan thong tin/cong nghé thong
tin tai co quan, don vi
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a) Chiu trach nhi€ém bdo dam an toan thong tin mang cta co quan, don vi;

 b) Tham muu lanh dao co quan ban hanh cac quy ché, quy trinh noi bo,
trién khai cac giai phéap ky thuat bao dam an toan thong tin mang;

¢) Thuc hién viéc giam sat, danh gid, bdo cdo Thu truéng co quan, don vi
cac rui ro mat an toan thong tin mang va muc do nghiém trong cua cac rui ro do;

d) Phoi hop véi cac ¢4 nhan, don vi ¢6 lién quan trong viéc kiém soat,
phat hién va khac phuc cac su c6 an toan thong tin mang;

d) Thuong xuyén cap nhat nang cao kién thuc, trinh do chuyén mén dap
ung y€u cau bao dam an toan thong tin mang cta don vi.

2. Trach nhiém cua ngudi st dung

a) Nghiém tc chap hanh cic quy ché, quy trinh ndi bo va cac quy dinh
khac ctuia phdp luat vé an toan thong tin mang. Chiu trach nhiém bao dam an
toan thong tin mang trong pham vi trach nhi€ém va quyén han dugc giao;

b) C6 trach nhiém tu quan 1y, bao quan thiét bi, tai khoan, tmg dung ma
minh dugc giao st dung;

¢) Khi phat hién nguy co hodc su ¢b mat an toan thong tin mang phai bao
cdo ngay voi cap trén va by phan phu trach cong nghé thong tin ctia co quan,
don vi dé kip thoi ngan chédn va xi 1y;

d) Tham gia cac chuong trinh dao tao, hoi nghi vé an toan thong tin mang
dugc don vi chuyén mon t6 chirc.

Diéu 16. Trach nhiém cua cac to chirc, ca nhén lién quan

1. Cac t6 chtic, ca nhan khac c6 str dung cac hé théng thong tin do Uy ban
nhan dan thi x3 trién khai hodc lién quan dén hoat dong tmg dung cong nghé
thong tin cua cac co quan nha nude cua thi x phai tudn thi Quy ché nay va cac
quy dinh hién hanh cua phép luat co6 lién quan.

2. Khi phat hién su cd anh huong dén an toan hé théng thong tin, phai
thong bao ngay véi co quan Nha nuée, noi to chirc, ca nhan dang thuc hién giao
tiép.

3. Céc t6 chirc, ca nhan tham gia vao qua trinh tmg dung cong nghé thong
tin trén dia ban thi x4, chiu sy thanh tra, kiém tra cta cac co quan Nha nudc co
tham quyén vé linh vuc an toan thong tin.

Piéu 17. To chirc thuwe hién

1. Can ctr Quy ché nay, thl trudng cac co quan, don vi trén dja ban thi xa
va cac don vi, c& nhan lién quan c6 trach nhiém t6 chirc trién khai thuc hién Quy
ché nay trong pham vi quan ly cua minh.

2. Phong Vin héa - Thong tin thi xa c6 trach nhiém theo doi, don déc,
kiém tra, danh gia viéc thuc hién Quy ché, bao cao Uy ban nhan dan thi xa theo
dinh ky hang nam hodc dot xuat theo yéu cau cia UBND thi xd va co quan co
tham quyén.
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3. Trong qua trinh thyc hién Quy ché, néu c6 van dé vuong mc, phat
sinh, cac don vi phan anh kip thoi vé Phong Van hoa - Thong tin thi xa dé tong
hop, bao cdo Uy ban nhan dan thi xa xem xét di€u chinh, b6 sung./.
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